
Privacy Notice - Students

Overview

1. As a student of Arts University Plymouth (AUP) your privacy is important to us. This privacy
notice explains how the University collects, uses and shares your personal data, and your rights in
relation to the personal data we hold. This privacy notice concerns our processing of personal data
of past, present and prospective students of Arts University Plymouth.

2. This privacy notice explains why we are asking you for particular data, how we will use it
and how long we will keep it for.

3. Arts University Plymouth is the data controller of your personal data and is subject to the
Data Protection Act 2018 and UK General Data Protection Regulation replacing (EU) 2016/679
(“GDPR”).

4. Arts University Plymouth is registered with the Information Commissioner's Office (ICO)
with the registration number Z677722X.

Why we hold your data

5. The University needs to collect and process student personal data in order to provide
teaching, learning and research as well as to enable the necessary function of the institution and
comply with its statutory obligations.

6. When you apply and accept an offer, you enter into a contract with the University and as
part of this we need to use your personal information for administrative and educational purposes.
Without processing your information, it will not be possible for you to continue or complete your
programme of study.  It is essential that the personal data we hold about you is accurate and so we
ask that you let the Registry know if you change your personal details such as your name or
address.

How we collect your data

7. We collect data to operate effectively and provide you the best experience at Arts University
Plymouth. We may collect your personal data in a number of ways, for example:

● from the information you provide when you interact with us before joining, for example
when you express an interest in studying at Arts University Plymouth (e.g signing up to one
of our open days)

● when you apply to study via the Universities and Colleges Admissions Service (UCAS) and
when you complete other admissions and enrolment processes

● when you communicate with us by telephone, email or via our website
● from third parties, for example from your previous or current school, sixth form college,

other colleges or employers who may provide a reference about you.
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What data do we hold?

8. We collect a range of data from you at various stages of your journey with Arts University
Plymouth, which under the UK GDPR are defined as personal data and special category personal
data.

9. Personal data is data relating to a living individual who can be identified from that
information or from that data and other information in the University’s possession (for example:
name, address, telephone number, student number). It can also include expressions of opinions
about an individual.

10. Special categories of Personal Data relate to the following:

● personal data revealing racial or ethnic origin;
● personal data revealing political opinions;
● personal data revealing religious or philosophical beliefs;
● personal data revealing trade union membership;
● genetic data;
● biometric data (where used for identification purposes);
● data concerning health;
● data concerning a person’s sex life; and
● data concerning a person’s sexual orientation.

How we use your data

11. The purposes for which we may use personal data (including special category personal
data) we collect during your time with us include (but is not limited to):

● progress on your course/programme, including:
○ enquiry
○ application
○ enrolment
○ registration
○ assessment
○ attendance
○ tutorials
○ graduation

● academic administration
○ organising professional placements or field trips
○ organising exams and assessments
○ recording marks / grades
○ producing certificates and transcripts

● providing IT, equipment resource and library services
● providing student support services, including:

○ student wellbeing
○ additional learning support
○ careers and employability



● Safeguarding and health
○ Needs Assessment Reports / other information for DSA applications held in Student

Support
○ Evidence of Covid-19 test results / vaccination status (only when consent provided)

● monitoring equality and diversity
● administering finance (e.g. fees, bursaries)
● communicating (staff/student)
● other administrative purposes, including:

○ maintaining student records
○ carrying out statistical analysis - internal and statutory reporting purposes (data on

attainment, attendance, engagement, grades)
○ carrying out audits (e.g. to ensure compliance with our regulatory and legal

obligations)
○ promoting our services
○ preventing and detecting crime
○ dealing with grievances and disciplinary actions
○ dealing with complaints and enquiries

The basis for processing your data

12. The University must have a lawful basis in order to process personal data. For the
processing of students’ data these have been identified as follows:

● where it is necessary to perform the contract we have entered into with you;
● where it is necessary for the performance of a task in the public interest;
● where it is necessary to comply with a legal obligation;
● where it is necessary for our legitimate interests (or those of a third party) and your

interests and fundamental rights do not override those interests.

13. The University may also use your data, typically in an emergency, where this is necessary
to protect your vital interests, or someone else’s vital interests. In a small number of cases where
other lawful bases do not apply, we will process your data on the basis of your consent. Some of
the above grounds for processing will overlap and there may be several grounds which justify our
use of your personal information.

14. In relation to more sensitive personal data (special category data) the additional legal bases
for these are:

● where we need to carry out our legal obligations, such as sharing data with the Office for
Students (OfS) for HE students, Ofsted or ESFA for Pre Degree students

● where you have made the data public
● where it is necessary to protect your vital interests or those of another person and where

you/they are physically or legally incapable of giving consent; this would be in an
emergency situation where your health, wellbeing or welfare was at risk

● where processing is necessary for the establishment, exercise or defence of legal claims,
● where we have your consent to do so
● where it is necessary for archiving purposes in the public interest, scientific or historical

research purposes or statistical purposes.



15. Processing is necessary for the purposes of legitimate interest of the University or a third
party subject to overriding interests of the data subject - the University (and sometimes third
parties) has a broad legitimate interest in activities that connect to the activities and education of
students.  Subject to those interests not being overridden by the interests of fundamental rights
and freedom of students, it will pursue those interests.  A good example of this legitimate interest
would be its alumni activities.

Consent

16. If consent is required for any additional uses of your personal information, including your
image and more sensitive personal information we will collect it at the appropriate time and explain
this to you. Where the University is processing your data on the basis of your consent, you can
withdraw your consent at any time. We will not use your personal information to carry out any
wholly automated decision-making that affects you.

Sharing your data

17. Where there is a legitimate need or statutory obligation the University will disclose
necessary personal data to third parties. Depending on individual circumstances these may include
the following:

● our employees, agents and contractors where there is a legitimate reason for their receiving
the information

● relevant awarding bodies such as University of the Arts London, Pearson etc.
● partner educational institutions, solely when in the interest of the student
● external examiners and external individuals involved in relevant University panels,

committees or procedures
● external organisations contracted by HESA or other regulatory organisations to carry out

surveys on student experience or teaching quality eg. National Student Survey (NSS), and
Graduate Outcomes Survey (GOS).

● relevant Higher Education bodies (e.g. OfS, UK Research and Innovation, UCAS, Office of
the Independent Adjudicator (OIA))

● relevant Further Education bodies (e.g. Ofsted, the Education Skills Funding Agency)
● to third party providers such as Turnitin whose systems are used to check for improper

citations and potential academic misconduct in students’ work. Students may therefore be
required to provide a limited amount of personal data, for instance name, email address
and course details and submissions, to Turnitin® when using the service.

● those organisations with an interest in tracking student progress and attendance, including:
○ student sponsors (e.g. the Student Loans Company (SFE England))
○ partner colleges or institutions where your programme is run in conjunction with a

partner college or involves an exchange programme
○ current or potential education providers (for example, where you take part in an

exchange programme as part of your course)
○ current or potential employers (to provide references)
○ providers of external/collaborative research projects involving students including

sponsors of studentships, research collaborations and enterprise experience
opportunities with third parties as part of a programme of study

https://www.plymouth.ac.uk/student-life/student-voice
https://www.plymouth.ac.uk/alumni-friends/alumni/graduate-outcomes


● government departments and agencies where we have a statutory obligation to provide
information:

○ The OfS
○ UK HESA (see HESA’s statement about the uses made by them of your personal

information published at
https://www.hesa.ac.uk/about/regulation/data-protection/notices)

○ the Home Office (in connection with UK visas and immigration under the University’s
obligations as a Tier 4 sponsor)

○ council tax and electoral registration officers (for the purpose of Council Tax and for
electoral registration purposes)

○ the police and other law enforcement / prosecuting agencies (such as Plymouth City
Council) for the purposes of prevention or detection or crime including anti-social
behaviour issues

○ solicitors/debt recovery agents/Courts (should you fall into arrears of payment to the
University)

● to student accommodation providers operating if under an agreement on behalf of the
University

● parents, guardians, and next-of-kin/emergency contact (where there is a legitimate reason
for disclosure)

● where necessary the emergency services and your designated emergency contact where
there is an urgent requirement to share information e.g. illness, serious injury, bereavement
or the suspicion/risk of this.

18. Personal data may also be shared with University colleagues when necessary and
appropriate to learning, teaching, assessment and/or support for students.

19. It should also be noted that some students may be employed in a position that
requires them to access the Student Record System with access to limited personal
information (date of birth, address, contact details). If any student is concerned about this they
should contact the Data Protection Officer.

20. Special categories of personal information such as a disability that may affect safety in a
workshop or studio, will only be shared with other professional staff when necessary for safety
reasons such as determining Personal Emergency Evacuation Plans and delivering safe training.
These data will be subject to the principle of minimisation and we will only collect personal data we
actually need for our specified purposes and will review the data and delete anything not required.

Automated Decision Making / Profiling

21. The University does not currently use automated decision making.  In the event that it does
this notice will be reviewed and students should be aware that it will not use students’ personal
information to carry out any wholly automated decision-making that affects them and they will not
be subject to decisions that will have a significant impact on them based solely on automated
decision-making, unless there is a lawful basis for doing so and they have been notified.

22. The ICO provides information on Automated decision making and profiling.

Retention of data

https://www.hesa.ac.uk/about/regulation/data-protection/notices
mailto:jwright@aup.ac.uk
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/


23. The University will retain your data in accordance with its Record Retention Schedule,
based on JISC guidelines.  This means we may retain your personal data for a period of six years
after your association with us has come to an end. However, information such as your name and
date of birth, course/programme studied and final grade will be retained indefinitely by us in order
to maintain your academic record for archiving purposes (for example, if you required a
replacement certificate).

Other Countries

24. The University does not usually transfer your data to other countries. Where this situation
may arise (e.g if you take part in an international exchange, Turing Project or are involved in a
European or international project) we will contact you directly to seek consent to do this.

Other software

25. The University sometimes uses software from other sources, based in the EU and subject
to GDPR but sometimes outside the EEA (particularly USA) as long as their data protection is
regarded as adequate by the ICO or if without an adequacy regulation where a mechanism such
as SCC, IDTA, BCR etc. is used.

26. When working on external projects it is important to consider the security of the systems
that others may be using or a system you may have been recommended to use.  The privacy
statements of these have been checked (if recommended by Arts University Plymouth) by the Data
Protection Officer and will only be recommended if they prove robust and lawful.  However, the
University is not responsible for data breaches by these systems / companies. If unsure or if you
think you have been subject to a data breach you should contact the ICT section or Data
Protection Officer.

Your rights

27. As a data subject you have a number of rights in relation to your personal data. You can:

● access and obtain a copy of your data on request (Subject Access Request)
● require the University to amend incorrect or incomplete data
● require the University to stop processing your data, for example where the data is no longer

necessary for the purposes of processing
● object to the processing of your data where the University is relying on its legitimate

interests as the legal ground for processing
● require us to erase your personal data
● require us to restrict our data processing activities (and, where our processing is based on

your consent, you may withdraw that consent, without affecting the lawfulness of our
processing based on consent before its withdrawal)

● receive from us the personal data we hold about you which you have provided to us, in a
reasonable format specified by you, including for the purpose of you transmitting that
personal data to another data controller.

https://docs.google.com/spreadsheets/d/1aXjI7hSb_gjV5z4AYNi1nOfTMIWJhq7499oLGjHuX7c/edit?usp=sharing


28. Please note that the above rights are not absolute, and the University may be entitled to
refuse requests where exceptions apply.

29. For further information or if you wish to exercise any of these rights or if you have a
complaint about the way you believe your data is being processed, in the first instance, please see
Your Information Rights (on the Information Commissioner’s Office (ICO) website) or email the
Data Protection Officer: jwright@aup.ac.uk

30. If you have a complaint and you remain dissatisfied with how your complaint has been dealt
with you can take your complaint to the Information Commissioner’s Office (ICO) for a review. They
can be contacted at casework@ico.org.uk.

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
mailto:jwright@aup.ac.uk
mailto:casework@ico.org.uk
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